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Abstract—Reporting fine-grained power consumption readings
periodically in advanced metering infrastructure (AMI) results in
transmitting a massive amount of data by each smart meter (SM).
To collect these readings efficiently, change and transmit (CAT)
approach can be used. In CAT, the SM sends a consumption
reading only when there is enough change in the consumption,
which reduces the number of transmitted readings. However,
using the CAT approach may trigger attackers to launch a
presence-privacy attack (PPA) to infer sensitive information such
as the absence of the house occupants by analyzing their SM’s
transmission pattern. Therefore, in this paper, we propose a
scheme, called “STID”, for collecting the power consumption
readings efficiently in AMI networks while preserving the con-
sumers’ privacy by transmitting spoofing transmissions based on
an interactive deep-learning defense model. First, we create a
dataset that contains the CAT transmission patterns using real
power consumption readings and a clustering technique. Next,
we train a deep-learning-based attacker model to launch PPA,
and the results indicate that the success rate of the attacker
is about 90%. Finally, to mitigate the PPA, we train a defense
model using deep-learning to transmit spoofing transmissions.
The evaluations of our envisioned STID scheme demonstrate a
significant reduction in the attacker’s success rate while achieving
high efficiency in terms of the number of readings that should be
transmitted. Our measurements indicate that our proposed STID
can reduce the attacker’s success rate to 6.12% and increase
efficiency by about 38% compared to transmitting readings
periodically.

Keywords—Smart grid, privacy preservation, traffic analysis
attack, and AMI networks

I. INTRODUCTION

Smart grid is a revolutionary version of the traditional power

grid which targets reducing the greenhouse gas emissions

and making the electricity delivery more reliable by using

more renewable energy resources [1]. Advanced metering

infrastructure (AMI) is an important part in the smart grid,

which enables two-way communication between the smart

meters (SMs) deployed at consumer premises and the system

operator (SO). This communication facilitates the periodic

collection of the fine-grained power consumption readings sent

by SMs (e.g., every few minutes) for load monitoring and

energy management [2], [3].

However, the periodic transmission of the fine-grained

readings leads to inefficient use of the available resources

(bandwidth) because a tremendous amount of data should be

transmitted by each SM. This problem is getting aggravated

since the AMI networks have millions of SMs and it is a cost

prohibitive to transmit this large amount of data, especially

when using cellular networks. For efficient collection of the

power consumption readings, an approach, called change and

transmit (CAT), can be employed. In CAT approach, there is

no need to send the consumption reading if no enough change

occurs in the consumption [4]. To be more precise, the SM

sends a reading when the current consumption is greater or

less than the last reported reading by more than a predefined

threshold.

On the other hand, using the CAT approach causes in-

evitably a privacy problem in which attackers can launch a

presence-privacy attack (PPA) to infer sensitive information

on the house occupants by analyzing their SM’s transmission

pattern. For example, the inferred information can reveal the

absence of the occupants, their sleeping times, the number of

occupants, etc [5], because these events have a direct influence

on the transmission pattern. This is a good news to the

community of thieves to find the right time to commit crimes,

e.g., kidnapping, pillage, and burglary, using these private

information [5]. Encrypting the consumption readings cannot

solve this problem because attackers analyze the transmission

patterns without the need to decrypt the readings [4]. What

makes this problem serious is that the attack is not easy to

be detected because it is launched by only intercepting and

capturing the transmission patterns to analyze them without af-

fecting the communications. Furthermore, the broadcast nature

of the wireless communication that is usually used in AMIs

makes the collection of the victim consumer’s transmission

patterns easy [4].

Therefore, in this paper, we address the research problem of

how to thwart PPA, while achieving a high efficiency in terms

of the number of readings that should be transmitted. We also

formally present an adversarial model and envision efficient

scheme for collection of power consumption readings, referred

to as STID, while thwarting PPA using interactive deep-

learning. Our contributions in this work can be summarized

as follows.978-0-7381-1316-6/21/$31.00 ©2021 IEEE
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• To the best of our knowledge, this paper is the first

to investigate using deep-learning to launch PPA. Com-

paring to the literature, the proposed attack model is

more sophisticated, which is trained on the transmission

patterns of the consumers to infer the absence of the

house occupants.

• A hybrid interactive deep-learning-based defense model

is proposed to mitigate PPA by generating patterns that

look like the patterns transmitted when the occupants

are present at home. Our proposed defense achieves a

reasonably low attacker’s success rate, i.e., around 10%,

compared to more than 60% using the proposed scheme

in [4].

• The proposed defense model can be used for all con-

sumers including the new ones who do not have a history

of transmission patterns.

• We propose an approach for labeling the dataset to be

used in training and evaluating the proposed attack and

defense models.

• The evaluations of our scheme indicate that our scheme

can increase the efficiency by reducing the number of

transmitted readings by 38% compared to sending con-

sumption readings periodically.

The remainder of this paper is organized as follows. The

related works are discussed in Section II. Then, our consid-

ered system models are delineated in Section III. Section IV

presents the preliminaries used in our work. Next, Section V

presents the dataset created for training our models. The pro-

posed attack and defense models are discussed in Section VI.

The performance of our scheme is evaluated in Section VII.

Finally, the conclusion is drawn in Section VIII.

II. RELATED WORK

Most of the existing schemes that collect the power

consumption readings while preserving the consumers’ pri-

vacy [5]–[8] consider only periodic transmission of the fine-

grained readings in AMI networks. These schemes preserve

consumers’ privacy by using encryption techniques to hide

the consumers’ power consumption readings, but as mentioned

earlier, using encryption techniques is not enough to preserve

privacy in case of using the CAT approach. As a result, we

focus in this paper on hiding the information that can be

inferred from analyzing the consumers’ transmission patterns

to preserve their privacy.

Few research works attempt to study the use of CAT

approach in smart grid in different concerns [4], [9]–[12]. For

instance, some works investigated using the CAT approach in

different applications such as demand/response [9] and load

disaggregation [10], while other works [11], [12] paid attention

to find a good threshold value for the consumption change

that triggers transmitting a reading. However, none of these

research works consider consumers’ privacy.

PPA, that can be launched in case of using CAT approach,

has been investigated by Li et. al. [4]. A defense scheme is

proposed to mitigate PPA by sending artificial spoofing trans-

mission (ASP). Two heuristic-based methods are used in ASP

to generate the spoofing transmissions, including the Poisson

packet generation and history template-based generation. In

Poisson packet generation method, when the house occupants

are present at home, the average number of power consump-

tion changes during different time periods are stored in the

SM’s memory. This number of changes can be used when

the occupants leave to generate spoofing transmissions using

the corresponding number of changes stored in the memory.

On the other hand, in the history template-based generation

method, the generation of the spoofing transmissions uses

old transmission patterns such that they can be repeated or

the spoofing transmissions are randomly generated according

to the distribution of the time periods between the power

consumption changes.

Nevertheless, ASP suffers from significantly high attacker’s

success rate (above 60%). Assuming that the attacker has old

transmission patterns, she uses a K-S test to calculate the error

between the distribution of the collected SM’s transmission

pattern with the distribution of the patterns she has. The

resulting error can indicate how the distributions are close to

each other, i.e., if the error between them is small enough,

it can be concluded that the transmissions are spoofing, and

hence, there is no occupants in the house. Moreover, the

proposed attack mechanism is very naive, i.e., the attacker

analyzes the collected transmission patterns from SMs by

using the K-S test. As a result, a more sophisticated attack

mechanism may lead to a higher success rate. In addition,

the transmission patterns of only one household over only 33

days are considered, and this is a very limited study. Finally,

the proposed scheme is not general, i.e., it can be used for

only one consumer, because the generation of the spoofing

transmission depends on the distribution of the transmission

patterns of each consumer. Hence, in this paper, we address

these limitations by proposing a new scheme that is based on

a deep-learning approach which usually performs better than

heuristic-based approaches.

On the other hand, the insertion of spoofing transmissions

has been investigated in wireless sensor networks (WSNs) to

counter traffic analysis attacks [13], [14], into which PPA may

be categorized. The proposed schemes in [13], [14] cannot

be used in AMI to counter PPA since WSNs have different

characteristics and privacy problems as follows. First, the

objective of the proposed schemes is to hide the information

about the location of the source/destination sensor nodes, while

our target is to preserve the privacy of the consumers’ activities

in AMI networks. Second, the energy consumption in WSNs

is restricted because the sensor nodes are powered using a

battery, but this restriction does not exist in AMI networks.

III. SYSTEM MODELS

A. Network Model

Our considered network model, as shown in Fig. 1, includes

a number of SMs and SO. SMs are deployed at the consumers’

premises to send the real-time power consumption readings

only when the current consumption is greater or less than the

last reported reading by more than a predefined threshold. For
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Fig. 1: Network Model.

example, at 3% threshold, the SM should report a reading

when the change in the current consumption comparing to the

last reported consumption is above +3% or below -3%. The

house occupants should trigger the STID defense scheme when

he/she leaves home so that it decides interactively whether the

SM needs to send a spoofing transmission to the SO at the

current time slot to countermeasure PPA.

B. Threat Model

PPA may be launched by internal or external attackers.

Internal attackers, e.g., the SMs or the SO, are considered

honest-but-curious, i.e., they do not disrupt the communica-

tion and follow the protocol, but they are curious to learn

the absence of the house occupants. Moreover, an external

adversary, e.g., eavesdropper, as shown in Fig. 1, can capture

and collect all the exchanged transmissions between the SMs

and the SO over a time interval. These collected transmission

can help the attacker to construct the transmission patterns of

the consumers to learn whether they are on travel or present at

home by analyzing their transmission patterns. This is due to

the broadcast nature of the wireless communication that is used

in AMI networks which facilitates intercepting signals [4].

Also, it is assumed that the attackers have old present/absent

transmission patterns of the consumers to be used for training

the attacker’s deep-learning model to launch PPA.

IV. PRELIMINARIES

A. Deep-Learning

A neural network (NN) composes of three types of layers,

input, hidden, and output [15]. Deep-learning is a type of

NN which uses two or more hidden layers. The training

process of a deep-learning model begins with feeding the input

layer of the model with the input data. Next, there are two

processes, namely feed-forward and back-propagation, which

facilitate mapping the input data through the other layers.

These processes are done for a predefined number of epochs,

and in each epoch, the weights and biases are updated in the

direction of improving the model accuracy [15]. In this work,

for training the proposed attacker and defense models, we use

convolutional neural network (CNN) and gated recurrent unit

neural network (GRU).

B. Convolutional Neural Network (CNN)

CNN is widely used in solving many problems that have

time series data [16]. This is because of its ability to capture

complex patterns in the input data. The traditional design of

a CNN model consists of input, convolution, pooling, fully

connected, and output layers. The convolution layer comprises

of a group of filters and pooling layer(s) to facilitate extracting

the important features from the input. One or more fully

connected layers usually come after the pooling layer(s) to

make more complex processes on the extracted features used

for inference [16].

C. Gated Recurrent Unit Neural Network (GRU)

GRU is a kind of recurrent neural networks that utilizes

hidden states, often called hidden memory, to memorize long

sequences of input data and create connections between inter-

nal units [16]. GRU uses the current time and the preceding

hidden state information to compute the current hidden state.

Therefore, GRU has the potential to find the correlations

among the input data, and that is the reason it will be used to

train our models.

V. DATASET PREPARATION

In this paper, a real smart meter dataset XSM is used

for training and evaluating our proposed attack and defense

models. This dataset was produced by the smart project [17]

in 2016 from January 1st to December 14th. It contains real

power consumption readings for 114 households in which

a power consumption reading is reported every one minute.

By processing this data, we build a total number of records

of 39, 786, where each record represents a set of power

consumption readings of a consumer in a single day (i.e.,

1440 readings). We have made another dataset X̂SM5
with a

transmission rate of 1/5min from XSM , in which readings are

sent every 5 minutes by aggregating the power consumption

readings. Then, we used X̂SM5
to create another dataset

X̂SMCAT
for the CAT approach with the threshold of 10%.

This means that an SM sends its reading only when the current

consumption is greater or less than the last reported reading

by more than 10%.

Due to the unavailability of a power consumption dataset

that includes the presence and absence information of the

consumers, we propose a labeling approach to be applied to

each consumer’s record to label it absent or present as follows.

First, the day is divided into three intervals, t1, t2, and t3, that

correspond to the following time intervals, 8AM-4PM, 4PM-

12AM, and 12AM-8AM, respectively. Next, we compute the

total consumption of each period ti, where i = {1, 2, 3}. Then,

we calculate the following formula for each consumer’s record.
∣

∣

∣

∣

C1[d]− C2[d]

C1[d]

∣

∣

∣

∣

+

∣

∣

∣

∣

C3[d]− C2[d]

C3[d]

∣

∣

∣

∣

,
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(a) Consumption pattern of a consumer when present at
home.
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(b) Consumption pattern of a consumer when absent.
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(d) Transmission pattern of consumer when absent.

Fig. 2: Consumption and transmission patterns of a consumer when he/she is present at home (a, c) and when absent (b, d),

where in (c, d), 1 and 0 refer to transmission and no transmission events, respectively.

where Ci[d] is the total power consumption of the ith period

in day d. The intuition behind using this approach is that, as

confirmed by [4], the consumer does a lot of activities at period

t2, e.g., cooking, than other periods if he/she present at home.

Therefore, the consumption at period t2 is usually different

from the consumption at the other periods if the consumer

is presents at home. Hence, if the result of this formula is

low, it means that the consumption at period t2 is close to the

consumption at periods t1 and t3, and thus the consumer is

labeled absent.

After labeling X̂SMCAT
, we converted the power consump-

tion reading dataset X̂SMCAT
into CAT transmission patterns

dataset X̂SMtrans
. Each time slot in a record contains zero or

one corresponding to no transmission and transmission events,

respectively. These events depend on the absolute value of the

percentage of change between the current and the last reported

consumption, so there is no transmission if the value below the

threshold, otherwise, there is a transmission event. Hence, a

transmission dataset X̂SMtrans
is created with each consumer’s

record of 288 binary features and is labelled absent or present.

The dataset X̂SMtrans
is then divided into two sets, 80% for

training and 20% for testing.

Fig. 2 shows the power consumption and transmission

patterns for a randomly selected consumer in our dataset when

he/she is present at home and absent. We can observe from

the figure that the pattern when the consumer is present at

home is significantly different from the pattern when he/she

is absent. This fact can be exploited by the attackers to learn

the absence of the consumers from their transmission patterns.

In next section, we will use our dataset X̂SMtrans
for training

and evaluating both the attacker and defense models.

VI. PROPOSED SCHEME

In this section, using X̂SMtrans
, we train an attacker model

to launch PPA, and then, we train our proposed defense model

to thwart PPA.

A. Attacker Model

In this subsection, we explain how PPA can be launched

by training a deep-learning model to infer the absence of a

consumer. First, to capture the temporal correlation in the

transmission pattern, the attacker uses a CNN-based deep-

learning model. Next, using hyperopt tool [18] during the

training process of the attacker’s model, we adjust the model

hyper-parameters to achieve the best performance. Table I

presents the attacker’s model structure as follows. The input

of the attacker’s model is the consumer’s transmission pattern,

and then feeding the input to the convolution and max pooling

layers to capture the temporal correlation in the transmission

pattern. Four fully connected layers are subsequently used to

extract more features and make complex decisions. Finally, a

softmax output layer is used to classify whether the consumer

is present or absent.
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Fig. 3: Illustration of the CNN-RNN-based defense architecture.

TABLE I: The attacker and defense model architectures, where

AF stands for activation function, and hi is the ith fully

connected hidden layer.

No. of units using AF using
Layer

Attacker Defense Attacker Defense

Input 288 100 Linear Linear

Conv1D 128 128 ELu ReLU

Conv1D 64 – ReLU ReLU

Conv1D 64 – ELu ELu

Conv1D 32 – ReLU –

MaxPooling1D 2 4 – –

GRU – 200 – Tanh

h1 512 128 ELu ReLU

h2 64 32 ReLU ReLU

h3 128 – Sigmoid –

h4 64 – ELu –

Output 2 2 Softmax Softmax

Moreover, during the training process of the attacker’s

model, we used ℓ2−regularization to limit over-fitting, Adam

optimizer, 60 epochs, 128 batch size, 0.001 learning rate, and

categorical cross entropy as the loss function. In addition,

we used Keras Python library which is installed on a high-

performance cluster (HPC) of the Tennessee Tech University.

B. Defense Model

Our objective in this work is to mitigate transmission

analysis attacks in case of using the CAT approach in AMI

to preserve the consumers’ privacy. The proposed defense

model decides interactively (i.e., in each time slot) whether the

SM should send spoofing transmissions such that the attacker

should not identify them and also, it is difficult to differentiate

between the transmission pattern generated by our defense

model when a consumer is absent and the transmission pattern

when the consumer is present at home. In the following, we

explain how the proposed defense model generates spoofing

transmissions to countermeasure PPA.

1) Dataset preparation for training the defense model

From X̂SMtrans
, we created another dataset X̂SMdefense

to

train our defense model as follows. We first transform the

transmission patterns of the consumers when they are present

at home into sliding windows with n look-back transmission

observations and a look-ahead of size one. Each observation

is either one if there is a transmission event or zero if there

is no transmission event. Thus, the features of X̂SMdefense

contain n transmission observations and its label is the next

observation in the pattern, i.e., (n+ 1)th observation.
2) Training the defense model

As can be seen from Fig. 3, our defense model is a

combination of a CNN and GRU followed by a fully connected

neural network with Softmax output layer. A transmission

pattern of the last n time slots is the input of the defense

model and the output is the decision of either the SM needs

to send a reading (spoofing transmission) or not. Since our

defense model is trained on the patterns when the consumers

are present at home, the output pattern will be close/similar to

the patterns when they are present at home so that the attacker

cannot distinguish between the two patterns. Different values

of n have been examined and it is found that at n = 100,

the defense model gives good results. The same settings

used in training the attacker’s model, which are mentioned

in Section VI-A, are also used in training the defense model,

except that the batch size is 400 and the learning rate is 0.0001.

Table I gives the hyper-parameters of the defense model that

achieve best performance.
The primary reason for utilizing deep-learning methods

rather than shallow learning methods is that deep-learning

has a superior learning ability since it can better capture the

complex patterns within the data. Furthermore, the combina-

tion of CNN and GRU enhances the capability to extract the

correlations between the previous transmission pattern and the

current transmission decision, which is the key to improve the

decision accuracy.
3) Defense methodology

Algorithm 1 explains how our defense methodology works.

When the house occupants leave, the defense should be run in

each time slot (i.e., interactive) to make a decision of whether
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the SM should send a spoofing transmission to countermeasure

PPA to preserve the consumers’ privacy. On the other hand,

regardless of the absence of the house occupants, if the

current consumption is greater or less than the last reported

consumption by more than the threshold, the SM should

transmit the updated power consumption reading to the SO.

The SM’s memory can be used to store the last n transmission

decisions to be retrieved by the defense model.

VII. EVALUATIONS

A. Performance Metrics

The following metrics are used to evaluate our models.

First, the success rate (SR) is the probability that the attacker

successfully detects the absence of the house occupants. The

performance of the defense model is better when SR is low.

Second, the false alarm rate (FA) is the probability that the

attacker believes that there are no occupants at home while

they are actually present at home. Third, the efficiency of the

CAT approach is measured in terms of the percentage of the

readings that are not transmitted comparing to the periodic

transmission approach. These metrics are measured as follows.

SR =
TP

TP + FP
, FA =

FP

TN + FN
,

Efficiency (%) =
Pt − Rt

Pt

× 100,

where, TP , TN , FN , and FP stand for true positive,

true negative, false negative, and false positive, respectively.

Regarding the efficiency metric, Pt is the number of readings

using the periodic transmission approach and Rt is the number

of readings sent due to our scheme which uses the CAT

approach.

B. Attacker’s Success Rate Without Our Scheme

As mentioned in Section III-B, it is assumed that the

attacker has old absent/present transmission patterns of the

consumers. These data are used for training the attacker’s

deep-learning model, which is discussed in Section VI-A, to

infer whether the house occupants are at home or not by using

the consumer’s transmission pattern. By using the attacker’s

model without running the defense model, the attacker’s

success rate is 89%, as can be seen in Table II. Hence, it

can be concluded that the attacker can infer the absence of

the occupants with high certainty.

C. Attacker’s Success Rate With Our Scheme

In this subsection, the performance of our defense model is

evaluated. Using our defense model, the attacker’s success rate

is considerably reduced from 89% to only 6.12%, as shown

in Table II. This significant reduction in the attacker’s success

rate is due to the ability of our defense model to generate

patterns generated when the consumer is not at home that are

similar to the patterns when they are present at home, so the

attacker cannot classify the generated pattern by our defense

model as absent.

Algorithm 1: Procedure of RSPDL Defense Scheme.

1 if The house occupants are at home then

2 Set the mode as “at home” // present

3 else

4 Set the mode as “on travel” // absent

5 end if

6 γ = predefined threshold // threshold (%)

7 for each time slot do

8 l = last reported consumption

9 c = current consumption

10 min = l - (l × γ)

11 max = l + (l × γ)

12 if c ≤ min or c ≥ max then

13 // run the CAT approach if the current

14 consumption exceeds a threshold

15 Transmit the power consumption to the

16 aggregator.

17 Store the transmission/decision in the memory.

18 l = c.

19 else

20 if The mode is “at home” then

21 Do not send a transmission and store

22 the decision in the memory.

23 else // run the RSPDL

24 Retrieve the last n transmission decisions

25 stored in the memory.

26 Input these transmissions into a CNN-RNN

27 model to decide whether the SM needs

28 to send a redundant packet to the aggregator

29 or not.

30 if the decision is transmit then

31 Transmit a redundant power consumption

32 packet to the aggregator.

33 Store the transmission/decision

34 in the memory.

35 else

36 Do not send a redundant packet

37 and store the decision in the memory.

38 end if

39 end if

40 end if

41 end for

In addition, as shown in Table II, efficiency of 37.9% can be

achieved using our scheme with privacy preservation compar-

ing to 69.67% without preserving the privacy. This reduction

in efficiency is because of sending more transmissions to

preserve privacy, and this can be considered the cost of privacy

preservation. Note that reducing the number of transmissions

leads to better efficiency but with higher attacker’s success.

Furthermore, we evaluate the attacker’s performance using

the receiver operating characteristic (ROC) curve as shown in

Fig. 4. At false alarm of 0.05, this value is acceptable to the

attacker as confirmed by [4], the attacker can achieve a fairly
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TABLE II: Evaluations with and without our defense model

for 1/5min transmission rate at 10% threshold.

Without our
scheme

With our
scheme

Attacker’s
success rate

89% 6.12%

Efficiency 69.67% 37.9%
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Fig. 4: The ROC curve of the attacker model using 1/5min

transmission rate at 10% threshold.

low success rate (around 0.1) comparing to more than 0.6

using ASP proposed in [4]. This means that using ASP [4],

the attacker can infer the absence of the house occupants with

more confidence, while with using our scheme, the success

rate is much lower.

VIII. CONCLUSION

In this paper, we have proposed a scheme, called “STID”,

for collecting the power consumption readings efficiently in

AMI networks while preserving the consumers’ privacy by

transmitting spoofing transmissions based on an interactive

deep-learning defense model. Our scheme is efficient because

there is no need to send the readings if the change in the

power consumption is not enough compared to the lasted

reported reading. First, we create a dataset that contains CAT

transmission patterns using real power consumption readings

and a clustering technique. Next, we train a deep-learning-

based attacker model to launch PPA, and the results show

that the success rate of the attacker is about 90%. Finally,

to mitigate the PPA, we train a deep-learning defense model

to transmit spoofing transmissions. The evaluations of our

envisioned STID scheme demonstrate significant reduction in

the attacker’s success rate while achieving high efficiency in

terms of the number of readings that should be transmitted.

Furthermore, our measurements show that our proposed STID

can reduce the attacker’s success rate to 6.12% and increase

the efficiency by about 38% compared to transmitting readings

periodically.
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